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1.

Introduction

1.1 Overview
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services, when required.

Within every system, there are varisusources of logs which convey information of
various events and provide alerts of possible or ongoing attacks. These logs may be in a
raw format. Loglnspect provides a powerful monitoring toolkit which collects, analyzes
and archives related data and th@mesents the results in a very usirendly format. It

is then possible to investigate a threat or extract periodic summarized report that
explains which threats have occurred in the network. The {milbtelligent log analysis
engine will automaticayl detect and make necessary notifications when a critical event
has been detected. An alert could be an ongoing attack, a compromised system, a
system breakdown, a user authentication or virtually anything that you want to get
informed about.

1.2 Features

[ 23LyalISO0un Aa odzyRt SR gAGK | aS0OdzZNBE CNEBS.

It can either be installed on any FreeBSD compatible hardware or over a virtual
SYPANRYYSYyl 6KAOK OFy K2fR CNBS.{5® {2YS

Logs from all kinds of operating systems, applications and devices can be
collected by the Loglnspect and archived securely. The logs are compressed and
stored according to the retention policy defined for the corresponding lo
source. An optimized search feature can be used to search even on the
compressed log data and specific search results can be pulled out.

Log messages of specific kind with high information content can be extracted out
as events iom the huge pile of the logs received. This highly reduces the log
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management work out by highlighting the details that you nesmud then
archiving every log messageceived. These events can be viewed separately,
searched upon or included in automate&ports.

Upon generation of specific events on the infrastructure, related person can be
automatically notified, using the notification system. The person can be defined
per log source, and the threat level of the event generated.

An active response is an automatic response that can be hooked to specific
events. When an event is seen, the corresponding active response fires
automatically without having to wafor the user response. This can bgeful to

avad malicious user activity. The active response can be a configurable as SMTP,
HTTP and SSH request.

Various kinds of backups may be done to store the system state so that it can be
used as and when necessary. Backups can baiatam automatic. In automatic
backup you can schedule a jperiodically save the backup in remote location
under FTRr NFS protocol.

Reports can be either adhoc or recursive. In an adhoc report you can select the
time period yu want to consider, the servers you want to include and the
information that have to be included in the report. A recursive report, on the
other hand, can be a daily report, a weekly report or a monthly report that you
pre-configure with the servers andeé information to be included. Such reports

are automatically generated at the end of such period. Generated reports can be
viewed as HTML, XML or PDF and can be automatically forwarded to concerned
authorities via email.
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SNMP trapgan be forwarded to the Loglnspect server, which are collected and
archived. SNMP monitoring can be used to query specific SNMP objects in your
network and plot the data in an easy to visualize graph. Events can be generated
when the SNMP values are beybpredefined values.

Network monitoring can be used to monitor various servers and services in the
network. Events can be generated when a service goes up, goes down or a
banner is changed.

The Loglnspecserver can be configured to monitor file changes in a remote
system. An agent has to be installed on the remote server which logs tle file
specific changes to the log inspect server.

In a large informationinfrastructure, people have different responsibilities and
access rights. With Loglnspect it is possible to define such roles and rights so that
users can be restricted to the information that they need and nothing more.

The seurity incidents in an infrastructure may need an attention and action by
different people with different rights and responsibilities. The incident
management system helps to keep track of such incidents and the
communication between the related people toake sure that the incident is not
lost and the communication is available for future reference.

The system can automatically detect updates and newer signature releases. So,
the system can be updated with a single click.
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When required the support connection can be enabled so that Loglnspect
support staff gets in to the system and fixes the issues that have been reported.
All support activities are logged and the support connection is accessed only with
the customer permissian

1.3. Requirements

The ImmuneSecurity Loglnspect is developed with simplicity in mind. Care has been
taken so that this is compatible with known standards on the Internet. Users should,
hence, not experience any compatibility ptelms. Applications and systems that are
known to be compatible with the ImmuneSecurity Loglnspect are listed here for the sake
of clarity.
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system onits own and can be installed directly on a server or over a virtual
environment like VMware

The appliance can be accessed using any w3c standard compliant web browsers.
The following have been tested

7 Microsoft Internet Explorer v6.8nd later

7 Firefox v1.5 and later

= Safari v 3.0 and later

7 Opera v 9.0 and later

Google Chrome v2.0 and later

However for optimum performance we recommend Firefox.

The appliance needs to be connected to the Ethernet network to function as a
Log Server. For the update and support functions it should be able to reach
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ImmuneSecurity servers. The list of servers and ports are as follows.

2 T@®/80 and TCP/443 (HTTP/HTTPS) are used by the
ImmuneSecurity Loglnspect patch management system to fetch new
updates from update2.Immune.dk

2 TCP/51400 (event_protocol) is used if the ImmuneSecurity
Loglnspect is integrated with the ImmuneSecurity CTASaayuel.

2 UDP/123 (NTP) is used for the time synchronization protocol.

> UDP/1193 (VPN) to reverse.Immune.dk allows ImmuneSecurity
Technical Support access

o2 UDP/514 (Syslog) and TCP/514 (Syslog) are useelcéwe log
data from the logclients.

= TCP/443 (HTTPS) is used for dlwebed management interface.

= TCP/51000  (support_access) should be reachable if
ImmuneSecurity Technical Suppaeeds access to the appliance
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2. Installation

{ Ay OS [ 23Ly awihdFieeBSDH &O; instditifidRlio@rRpect is just as easy as setting
up a hardware environment and the booting from the CD. The menu driven interface will guide
you through the rest of the installation.

2.1 Preparing for the installation

. ST2NB AYLIX SYSy i shodd tdke &few mindeOid undedstamiz how
your network infrastructure is and prepare how the log solution should be
implemented. The following things should be taken care of.

2 Identify the log sources to be logged

2 Estimate the volume of the logs to beggessed

2 Plan for the current and the future needs

2 Consider the available network infrastructure

> Define the online and offline data storage mechanism

2 Evaluate the security requirements of the data.

2 Plan the human resources required to maintain theiltfgastructure.
2 Define roles and responsibilities

22l nstalling LoglnspectE
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machine. The software is not supposed to be running on any hardware otherthiean

one itis purchasedor. WhileA y a 4 I f £ Ay 3 [ 2 3L yhe gpl@ncewwillbé £ G KS
lost. Make sure that you have a backup of yautical data

[ 23 LY &LdSOpport u®to 1TB of storage. Thusuyneed to getyour raid
configured accordingly.

When youare ready follow the steps listed below.

= Insert the CD into the CROM drive
= Reboot the Machine
= The CHnstallation Menu will guide you through the rest of the installation

If you want to install LogIinspect over VMware then refer Installation over VMware
before continuing to the rest of this section. During the installation the Installer prompts
to confirm that you have saved necessary data and that the disk can be wiped out.
There is no way to recover data from the disk, past this step. The installation will then
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proceed andupon completion you wilhave a menu console. The menu consolegjiv

you a number of features, whicban also be accessed through SSH. You can SSH as
admin to get this console access. You can change the passieprithe admin user
configure the network settings, check network connectivity, restart the web service,
enable or disable the support connection, or check repair database from here.

During instdhtion, make sure that you configure your network settings correctly. You
can then access the system remotely using a web interface and perform most other
system administration and configuration task. You can set, the basic network
parameters like the IPdalress, the gateway, the DNS etc from the network tab in the
menu console. You can check the network availability from the Diagnostics tab.

2.3. Installation over VMware

VMware provides a virtual environment. It lets you have the feel of yet another
computer on your host machine. For installing Loglnspect over VMware, first procure a
suitable version of VMware fromvww.vmware.com

[ VMware Workstation

© Fle Edit view WM Team Windows Help
NP ® Q@R (OE | E

Sidebar x Home I

[# Powered On _
@ Favorites VMware Workstation

Whware Workstation allows muttiple standard operating systems and their applications to run
with high performance in secure and transportable virual machines. Each wvirtual machine is
equivalent to a PC with a unigue networlc address and full complement of hardware choices.

e

fl\
Click this button to create a new virtual machine. You then can install and
run a variety of standard operating systems in the vitual machine.

New Vitual
Machine
ey
" Click this button to create a new team. You then can add several vitual
machines and connect them with private team LAN segments.
New Team

Click this button to browse for virtual machines orteams and to select one

—
;E"'Iy to display in this panel. You then can interact with the guest operating
ly

system within this display as you would a standard PC.

Open Existing
WM or Team

Installing VMware is as easy as clickihg setup icon; that we do whileastalling any
other program. Once the VMware is installed rtire program. On the tab marked
& K 2 YVariousother options are available. Choose thidew Virtual Machinéoption.
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http://www.vmware.com/

Choosethe typical installation type. On théSelect Guest operating system a St SO
G20 BtNEguat & 2 LISNI G Ay 3 &e ad Divthevedkiok dption.l Y R & CNEF

New Virtual Machine Wizard El

Select a Guest Operating System
“Wwhich operating zystem will be installed on this virtual machine?

Guest operating syztem

) Microsaft Windows
() Linus

() Mowell Metware
(3 Sun Solaris

(*) Olther

Wersian

M3-DOS

tS5-D05
FreeBSD

FreeBSD 64-bit
Other
Other G4-bit

’ < Back " feut » ]’ Cancel ]

Give it a suitable nameThis will be the name of your virtual machine. Load the ISO file
image tha you have obtained on to the Gbm.

CD-ROM (IDE 1:0) |

Device status

Connect at power on

Connection

() Use physical drive:

(*) Use 150 image:

|C:"-.Immune"-—jnstall_res-:uurc:es"-.b:ug|[ Browse...

[ QK ] [ Cancel ] [ Help ]

...._ 1
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The installationn VMware can fail if you do naopy the CDmage (ISOmage) to the
VMware machine before performing the installation. You can change the VMware
setting by clicking on the setting option inside the menu item VM.

] LogEx - YMware Workstation
. Fle Edit View VM Team Windows Help

(Enre BGRE D86 O3

[+

LogEx
State: Powered off
Guest 05: Other
Configuration file: C\LogB«\Cthervm
Version: Workstation B virual machine
Commands Devices
D Start this virtual machine Memaory 220 ME
H?_'I Edit witual machine settings = Hard Disk (IDE 0:0) 12,068
-@ Clane this virtual machine %CDROM {IDE 1:0) Using file C:\Immunejnstall_resources\LogkE...
&Flnpp\; Auto detect
ERiEthernet Eridged
| @) sound Adapter Auto detect
QDispIa\; Auto detect
) Processors 1
Motes W
Type here to enter notes for this virtual machine

2.4. Setting basic configuration from Menu Console

The menu console gives you a number of feas. For detailsefer Menu Console.
During installation you should make sure that you have done the very basic
configurations from the menu console. You can do the following from the menu

console.

K Changing the admin user password

K Configuring the basicetwork parameters
K Assigning IP addresses

K Configuring LACP

K Checking connectivity

...._ 1
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2.5. Configuring the system using the Install wizard

When you have set the IP address of the machine from the menu console you can
access the appliance using a web browsée first time you accesthe system from a

web browser, theinstall wizard will lead you through the basic system configuration
process. You can do the following from the install wizard.

2 View and accept the End user license agreement
o2 Configure basic netw@&rparameters

£ Assign NTP server for time synchronization

£ Assign SMTP relay for email forwarding

7 Set the frontend admin user password

o2 Create additional user

o2 Register and activate the product

2.6. Registering the product

Before using the appliance you shduégister and activate the product.

2.7. Updating the system

[ 23LYyaLISO0un A& LINL 2F | O2ylGAydzzdzat e S@2f
software patches and signature releases. Whenever an update is available it is
automatically received Y the appliance if it can contact to the update server at
ImmuneSecurity. For details on how to apply the software updatefer Software

updates.
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3. Menu console

The menu console is accessible either directly on the machine or through SSH. If gautase
machine then the menu console is available on pressing ALT + F1. You can log in with your
admin user password and have the access. Alternatively, you can SSH from a remote machine
with the admin user and password and have access to the menu corfdaheember that you

first activate the SSH serviaein appliance setup before makif@sHonnection

Passwmord

|
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3.1 System

From this menu you can do the following.

2 Logout from the menu console
2 Reboot the appliance

= Shutdown the appliance

2 Change the admin useapsword
3.2 Network

From this menu you can do the following

= Basic network settings

You can assign the basic network parameters like the hostname, the domain name, the
gateway and the DNS.

7 Network interfaces
You can assign the IP addresses to the vamnetsork interfaces.
= LACP

You can use the Link aggregation control protocol to use multiple network interfaces for
log reception.

3.3. Web services

From this menu you can restart the web service.

3.4. Diagnostics

This menu lets you check the connectivofythe appliance. You can use ping to test the
network connectivity.
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3.5. Support

This menu tab can be used to enable or disable the support service. When the support
service is started and the appliance can connect to our support server at
reverse.Immue.dk, the support staffs at ImnmuneSecurity can log into the appliance and
perform various support tasks.

3.6. Troubleshoot

This menu tab can be used to check the database status and repair it if the database is
corrupt.
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4. Security Manager

The web interface to the appliance is known as the securéyager and can be accessed
web browser. You can access the security manager by typing the IP address of the appliance on
the web browser

ﬁ Loglnspect™ ~  Filelngpect™  MNetinspect™ ~ Appliance Setup ~ Configuration ~ Diagnostice ~ Reports »& Search &
MNavigation |  Security Dashboard 2
“_.. Event Analysis Log Analysis Metwork Incidents
>4 T o/ y
< iIMMUNESECURT S
SECURING BUSINESS ASSETS e Yz l@l~lalx —— NOB S

3| servers -

llore Actions
= Ungrouped

Server/ Group Emerger Alert | Critical Error = Warnir Notice Info Debug

lecalhest

€000 4 Ungrouped 0 0 0 0 1818 1278 1.824 12822
5000 L

Events by Classification DB [=E
4000

llore Actions

3000

Classification + Count
2000
“ Access control violations 7

Local_server

192.168.2.50 Application Change 158
92.188.2.5

x

1000

T T T T T Application Crash 312
5] Time Navigation + N N N N N N N
& a 3 <3 Apolication Down 323
£ My Profile + @eP ‘C@Q ‘.éf)@e 59& @S’& 0650 w%b o
< F s Application Error ose
Wed 16th Jun, 2010 05:55:51 PM & Anoiication Not o
App e 22
Mepal Standard Time At =
Emergency Alert Critical Application Warning 159
PP " Aftack Attempte: 59
Error WWarning Notice ftack Attempted 158
Failed administrative authentication 187
Info Detug . L o ]
@ All Notifications ﬁ Expanded View
No.| Tiie lMeszage Type | Category Created By Remote P Created At
17 Record Updated Record is updated from server/ wer from tracked ip 192 168.2 50 Altegether 3 fields v INFO Audit Related prabhat@immune dk 192.168.2.50 2010-06-16 17:51:35
18 Record Created A new record s created from wer from tracked ip §8.2.50. Aftogether 3 £ INFO Audit Related prabhat@immune.dk 192.188.2.50 2010-08-18 17:51:35
15 Record Updated Recerd is updated from server/, ver from tracked ip 192.168.2.50. Altogether 3 fields v INFO Audit Related prabhat@immune.dk 192.168.2.50 2010-06-18 17:51:03

4.1 The menus

The menus organize various appliarfeatures and provide the users with an abstract,
intuitive and very handy access the system. Thavailablemenusare listed below.

ﬁ Loginzpect™ ~ Filelnzpect™ = MNetinspect™~ Appliance Setup ~ |Cunﬁg.uratiun = | Diagnostics = Reports

—— «| [ SecurityDashba Server Management 3
User Management
“_.' Event Analysis g v Etwork Incidents
ot CEC IR
.'” lMMUNE'E; -ﬁi\IIC:B SI'hE'\S J.'SE'I:S EventEngine P
= = Event Graph » (@]« |O0][% Event Matrix
j Servers +| & NADE Rules
. S The Event Grap = | number of events
a + Active Ry Ci ct
|| Time: Navigation generated for th Ve Response Lonnectors nding security threat o
£ My Profile - levelz. By defau view and you could view | | The event matric widg
the event graph Backup k| correzponding time dizplays the overall ot
. interval from timd according to the diffel
tl":'zlrcn';'r';:f :3;}:' Recovery » clicking on the server
Last Login: 2010-06-14 11:00:08 . . g = EE
[Edit My Profile] Object Mapping (3 Network Address Groups may be slighthy
: Network Addresses
Roles assigned: 00 Incident Types kr{ Group Emerd
admin - :l Hetwork Service Groups
4.nnn grouped (

L)
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7 Home

This menu item can be accessed by clicking on the hoomedn the security manager.

It lists all the basic feates of the system. You can have access to the dashboard, the log
browser, the event browser, the Ni#bdw analysis, the SNMP trap browser, the
incidents, the reports and the CSV exports.

7 Loglnspect
This menu contains all the log related features. Youa@ess the log browser to view

the logs, the event browser to view the ewsnthe SNMP trap browser, theeMlow
data and the signatures.

7 FileInspect

This menu item lists the file monitoring features. The file scan servers can be configured
and managed tym this menu tab. The Filelnspect reports are also accessible from here.

. Netinspect

This menu item lists the network monitoring and the SNMP monitoring features. The
servers for network and resource monitoring can be configured from this menu tab and
related data and graphsan be accessed

= Appliance setup

This menu organizes various appliance specific tasks like configuring the network,
defining static routes, getting the software updates, software licensing, managing
various services, enabling the suppodnnection etc.

o2 Configuration

This menu organizes all the management tasks within the appliance. The log servers can
be configured from within here. User management tasks are also organized within this
menu. Various event management tasks like defining #wvent correlation rules,
suppression rules, etc cdme performed It provides an interface to théackup and
recovery featurepbject mappingandthe management ofActive Response Connectors.

7 Diagnostics

This menu organizes the diagnostic related widg#iat represent the state of the
system various services, system confyurations, size on the file etc. Network
connectivity of the system can also be testeaim Diagnostics.
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7 Reports

This menu organizes all the repodiated tasks. From this menu, the default templates
can be edited to generate an adhoc arecursive report. New templates can also be
created. Archived reports can also be viewed from within this menu.

4.2. The west panel

The west panel lists has the followgin

= The Logo

The left panel displays the ImmuneSecu@@ificial logo. You can click ontdt see your
license information. The links to the documentation and the support sites are also
available here.

= Servers

This lists all the servers on the system. You can click on a server and that will show you
the dashboard of that individual server. The dashboard for individual server consists of
the syslog graphs, the event graph, the event matrix, event by classificatework
monitoring and theSNMPgraphs widget of the individual server.

o2 Time navigation

The time navigation helps you define the time frame that you want to view. From the
time navigation you can select the daily, weekly, monthly or yearly view. Yoalsan
select which particular day, week, month or year you want to select. When the time
navigation is set, the dashboard shows dataly for the selectedtime frame For
example, if the time navigation is monthly, and the selected month is March 2019, the
@2dzQf f KIFI@S AN LKA YR 20KSNJ adldAadarda T2

b User profile

The profile panel gives the summarized information of the currently logged user. It
displays the username, the last login date, the roles assigned to the user and thesserve
he is associated to either as a primary contact or the secondary contact.
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Editing profile settings - |5

4 | My Profile

&) Username: prabhat@immune.dk
& Ftp Username: userd0o04

& Widget Help: [F]

) Password:

& Job Title:

&2 Phone Mobile:

& Phone Office:

&) Timezone: Mepal Standard Time (GMT+05:45) Kathi| v
&) About Me:

« | Notifications
& Notification Media: | opp3) w

&) Notification Level: | (3} slert 3nd above ~

| @ submit | | E5] Reset |

CKS aOASgs FAEGSNE fAYy]l akKz2ga Fff GKS FAELGS
the help settingd 2 LISy ¢ sftup #id helpJeettihg widget that lets you configure
various help parameters.

Help Settings [ S
& | Field help
&) No help &) Comment &) Inline
| Help Popup

& Popup: |:|

~ | Widget Help
& Widget
help:

| & submit | | =] Resat |
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g Standard time

The time icon displays the curretine 6 I & SR 2 vy titekzBne dhketinkoée
assigned to a user can be edited either from the user manageérpage or from the
user profile.

Navigation L

<*iMMUNE

SECURING BUSIMESS KEEETS

| Servers .
/5| Time Mavigation I
& My Profile =

welcome, Prabhat Pokharel
Username: prabhat@immune.dk
Last Login: 2010-06-19 01:39:35
[Edit My Profile]

Roles assigned:
admin

Help settings [Cpen)

Secondary contact for:
Windows_wista (192.168.2.1)
Local_server (192.168.2.9)

Sat 19th Jun, 2010 07:28:52 AM
Mepal Standard Time

4.3. The south panel

The south panel is the section on the bottom of the security manager and lists the
FLILX ALy OS FdzRAG t23ad /fAO01TAY3I 2y (GKS a! ff
widget gives accegs all such notifications.

Notifications are also displayed as pops that appear on the bottom right corner of
the security manager on real time.

4.4. The quick menu

The quick menu on the top right corner of the security manager has the following links.
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= Logout: You can logout using the logout icon on the-right corner of the
security manager.

> Search feature: This link letsyyperform logs, events and theeilow search.

4.5 The Ul tools

The filters can be applied to any listthee Loginspect except the Log browser. A
filter, as the name suggests, can be usefilter the content displayed ithe list.
Lists carbe filtered with contents on one or more columnis.filter is applied
with value from more than oneolumnthen the filters are logically ANDED and
the result is displayed that follows all the filteiBut the filter in the message
field do not have AND, OR and NOT feature.

In the abovesnapshotthree filters are applied to view the events. So the result
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