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1. Introduction 

1.1. Overview 

¢Ƙŀƴƪ ȅƻǳ ŦƻǊ ǇǳǊŎƘŀǎƛƴƎ LƳƳǳƴŜ{ŜŎǳǊƛǘȅ [ƻƎLƴǎǇŜŎǘϰ ŀǇǇƭƛŀƴŎŜΦ ¢Ƙƛǎ Ƴŀƴǳŀƭ ŎƻǾŜǊǎ 
the installation, configuration and management of the LƳƳǳƴŜ{ŜŎǳǊƛǘȅ [ƻƎLƴǎǇŜŎǘϰ 
ǾпΦм ŀǇǇƭƛŀƴŎŜΣ ŜȄǇƭŀƛƴƛƴƎ ǘƘŜ ǳǎŜ ƻŦ bŜǘLƴǎǇŜŎǘϰ ŀƴŘ CƛƭŜLƴǎǇŜŎǘϰΣ ƛƴǘŜƎǊŀǘŜŘ ǿƛǘƘ 
[ƻƎLƴǎǇŜŎǘϰΦ Lǘ ŀƭǎƻ Ŏƻƴǘŀƛƴǎ ƛƴǎǘǊǳŎǘƛƻƴǎ ƻƴ ǊŜǇƻǊǘƛƴƎ ōǳƎǎ ŀƴŘ ŀŎŎŜǎǎƛƴƎ ǎǳǇǇƻǊǘ 
services, when required. 

Within every system, there are various sources of logs which convey information of 
various events and provide alerts of possible or ongoing attacks. These logs may be in a 
raw format. LogInspect provides a powerful monitoring toolkit which collects, analyzes 
and archives related data and then presents the results in a very user-friendly format. It 
is then possible to investigate a threat or extract periodic summarized report that 
explains which threats have occurred in the network. The built-in intelligent log analysis 
engine will automatically detect and make necessary notifications when a critical event 
has been detected. An alert could be an ongoing attack, a compromised system, a 
system breakdown, a user authentication or virtually anything that you want to get 
informed about.   

 

1.2. Features 

[ƻƎLƴǎǇŜŎǘϰ ƛǎ ōǳƴŘƭŜŘ ǿƛǘƘ ŀ ǎŜŎǳǊŜ CǊŜŜ.{5 ƪŜǊƴŜƭ ŀƴŘ ƛǎ ŀƴ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ ƛƴ ƛǘǎŜƭŦΦ 
It can either be installed on any FreeBSD compatible hardware or over a virtual 
ŜƴǾƛǊƻƴƳŜƴǘ ǿƘƛŎƘ Ŏŀƴ ƘƻƭŘ CǊŜŜ.{5Φ {ƻƳŜ ōŀǎƛŎ ŦŜŀǘǳǊŜǎ ƻŦ [ƻƎLƴǎǇŜŎǘϰ ŀǊŜΦ 

 

1.2.1. Log Collection and archival 

Logs from all kinds of operating systems, applications and devices can be 
collected by the LogInspect and archived securely. The logs are compressed and 
stored according to the retention policy defined for the corresponding log 
source. An optimized search feature can be used to search even on the 
compressed log data and specific search results can be pulled out. 

 

1.2.2. Event extraction 

Log messages of specific kind with high information content can be extracted out 
as events from the huge pile of the logs received. This highly reduces the log 
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management work out by highlighting the details that you need and then 
archiving every log message received. These events can be viewed separately, 
searched upon or included in automatic reports. 

 

1.2.3. Event notification 

Upon generation of specific events on the infrastructure, related person can be 
automatically notified, using the notification system. The person can be defined 
per log source, and the threat level of the event generated. 

 

1.2.4. Active response 

An active response is an automatic response that can be hooked to specific 
events. When an event is seen, the corresponding active response fires 
automatically without having to wait for the user response. This can be useful to 
avoid malicious user activity. The active response can be a configurable as SMTP, 
HTTP and SSH request. 

 

1.2.5. Backup and recovery 

Various kinds of backups may be done to store the system state so that it can be 
used as and when necessary. Backups can be manual or automatic. In automatic 
backup you can schedule a job periodically, save the backup in remote location 
under FTP or NFS protocol. 

 

1.2.6. Report generation 

Reports can be either adhoc or recursive. In an adhoc report you can select the 
time period you want to consider, the servers you want to include and the 
information that have to be included in the report. A recursive report, on the 
other hand, can be a daily report, a weekly report or a monthly report that you 
pre-configure with the servers and the information to be included. Such reports 
are automatically generated at the end of such period. Generated reports can be 
viewed as HTML, XML or PDF and can be automatically forwarded to concerned 
authorities via email. 
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1.2.7. SNMP monitoring 

SNMP traps can be forwarded to the LogInspect server, which are collected and 
archived. SNMP monitoring can be used to query specific SNMP objects in your 
network and plot the data in an easy to visualize graph. Events can be generated 
when the SNMP values are beyond predefined values. 

 

1.2.8. Network monitoring  

Network monitoring can be used to monitor various servers and services in the 
network. Events can be generated when a service goes up, goes down or a 
banner is changed. 

 

1.2.9. File monitoring 

The LogInspect server can be configured to monitor file changes in a remote 
system. An agent has to be installed on the remote server which logs the files' 
specific changes to the log inspect server. 

 

1.2.10. Maintaining roles and responsibilities 

In a large information infrastructure, people have different responsibilities and 
access rights. With LogInspect it is possible to define such roles and rights so that 
users can be restricted to the information that they need and nothing more. 

 

1.2.11. Incident Management 

The security incidents in an infrastructure may need an attention and action by 
different people with different rights and responsibilities. The incident 
management system helps to keep track of such incidents and the 
communication between the related people to make sure that the incident is not 
lost and the communication is available for future reference. 

 

1.2.12. Automatic updates 

The system can automatically detect updates and newer signature releases. So, 
the system can be updated with a single click. 
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1.2.13. Support connection 

When required the support connection can be enabled so that LogInspect 
support staff gets in to the system and fixes the issues that have been reported. 
All support activities are logged and the support connection is accessed only with 
the customer permission. 

 

1.3. Requirements 

The ImmuneSecurity LogInspect is developed with simplicity in mind. Care has been 
taken so that this is compatible with known standards on the Internet. Users should, 
hence, not experience any compatibility problems. Applications and systems that are 
known to be compatible with the ImmuneSecurity LogInspect are listed here for the sake 
of clarity. 

 

1.3.1. Hardware requirement 

LƳƳǳƴŜ{ŜŎǳǊƛǘȅ [ƻƎLƴǎǇŜŎǘϰ ƛǎ ōǳƴŘƭŜŘ ǿƛǘƘ CǊŜŜ.{5 ǾтΦлΦ {ƻ ƛǘ ƛǎ ŀƴ ƻǇŜǊŀǘƛƴƎ 
system on its own and can be installed directly on a server or over a virtual 
environment like VMware. 

 

1.3.2. Web-browsers 

The appliance can be accessed using any w3c standard compliant web browsers. 
The following have been tested 

 Microsoft Internet Explorer v6.0 and later 
 Firefox v1.5 and later 
 Safari v 3.0 and later 
 Opera v 9.0 and later 
 Google Chrome v2.0 and later 

However, for optimum performance we recommend Firefox. 
 

1.3.3. Network connectivity 

The appliance needs to be connected to the Ethernet network to function as a 
Log Server. For the update and support functions it should be able to reach 
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ImmuneSecurity servers. The list of servers and ports are as follows. 

 

1.3.3.1. Outbound connections 

 TCP/80 and TCP/443 (HTTP/HTTPS) are used by the 
ImmuneSecurity LogInspect patch management system to fetch new 
updates from update2.Immune.dk. 

 TCP/51400 (event_protocol) is used if the ImmuneSecurity 
LogInspect is integrated with the ImmuneSecurity CTAS appliance. 

 UDP/123 (NTP) is used for the time synchronization protocol. 

 UDP/1193 (VPN) to reverse.Immune.dk allows ImmuneSecurity 
Technical Support access. 

 

1.3.3.2. Inbound connections 

 UDP/514 (Syslog) and TCP/514 (Syslog) are used to receive log 
data from the log clients. 

 TCP/443 (HTTPS) is used for web-based management interface. 

 TCP/51000 (support_access) should be reachable if 
ImmuneSecurity Technical Support needs access to the appliance. 
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2. Installation 

{ƛƴŎŜ [ƻƎLƴǎǇŜŎǘϰ ƛǎ ōǳƴŘƭŜŘ with FreeBSD v 7.0; installing LogInspect is just as easy as setting 
up a hardware environment and the booting from the CD. The menu driven interface will guide 
you through the rest of the installation. 

 

2.1. Preparing for the installation 

.ŜŦƻǊŜ ƛƳǇƭŜƳŜƴǘƛƴƎ [ƻƎLƴǎǇŜŎǘϰ ȅƻǳ should take a few minutes to understand how 
your network infrastructure is and prepare how the log solution should be 
implemented. The following things should be taken care of. 

 Identify the log sources to be logged. 
 Estimate the volume of the logs to be processed. 
 Plan for the current and the future needs. 
 Consider the available network infrastructure. 
 Define the online and offline data storage mechanism. 
 Evaluate the security requirements of the data. 
 Plan the human resources required to maintain the log infrastructure.  
 Define roles and responsibilities. 

 

2.2. Installing LogInspectÊ 

¢ƘŜ Lƴǎǘŀƭƭŀǘƛƻƴ aŜŘƛŀ Ŏƻƴǘŀƛƴǎ ǘƘŜ ƴŜŎŜǎǎŀǊȅ ǎƻŦǘǿŀǊŜ ǘƻ ƛƴǎǘŀƭƭ [ƻƎLƴǎǇŜŎǘϰ ƻƴ ǘƘŜ 
machine. The software is not supposed to be running on any hardware other than the 
one it is purchased for. While ƛƴǎǘŀƭƭƛƴƎ [ƻƎLƴǎǇŜŎǘϰ ŀƭƭ ǘƘŜ Řŀǘŀ ƻƴ ǘhe appliance will be 
lost. Make sure that you have a backup of your critical data. 

[ƻƎLƴǎǇŜŎǘϰ Ŏŀn support up to 1TB of storage. Thus you need to get your raid 
configured accordingly. 

When you are ready follow the steps listed below. 

 Insert the CD into the CD-ROM drive. 
 Reboot the Machine. 
 The CD-Installation Menu will guide you through the rest of the installation. 

If you want to install LogInspect over VMware then refer Installation over VMware 
before continuing to the rest of this section. During the installation the Installer prompts 
to confirm that you have saved necessary data and that the disk can be wiped out. 
There is no way to recover data from the disk, past this step. The installation will then 
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proceed and upon completion you will have a menu console. The menu console gives 
you a number of features, which can also be accessed through SSH. You can SSH as 
admin to get this console access. You can change the password for the admin user, 
configure the network settings, check network connectivity, restart the web service, 
enable or disable the support connection, or check repair database from here.  

During installation, make sure that you configure your network settings correctly. You 
can then access the system remotely using a web interface and perform most other 
system administration and configuration task. You can set, the basic network 
parameters like the IP address, the gateway, the DNS etc from the network tab in the 
menu console. You can check the network availability from the Diagnostics tab. 

 

2.3. Installation over VMware 

VMware provides a virtual environment. It lets you have the feel of yet another 
computer on your host machine. For installing LogInspect over VMware, first procure a 
suitable version of VMware from www.vmware.com. 

 

Installing VMware is as easy as clicking the setup icon; that we do while installing any 
other program. Once the VMware is installed run the program. On the tab marked 
άƘƻƳŜέ, various other options are available. Choose the άNew Virtual Machineέ option. 

http://www.vmware.com/
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Choose the typical installation type. On the άSelect Guest operating systemέ ǎŜƭŜŎǘ 
άƻǘƘŜǊέ on the gueǎǘ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ ƻǇǘƛƻƴ ŀƴŘ άCǊŜŜ.{5έ on the version option.  

 

Give it a suitable name. This will be the name of your virtual machine. Load the ISO file 
image that you have obtained on to the CD-rom. 
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The installation in VMware can fail if you do not copy the CD image (ISO image) to the 
VMware machine before performing the installation. You can change the VMware 
setting by clicking on the setting option inside the menu item VM. 

 

 

2.4. Setting basic configuration from Menu Console 

The menu console gives you a number of features. For details refer Menu Console. 
During installation you should make sure that you have done the very basic 
configurations from the menu console. You can do the following from the menu 
console. 

 Changing the admin user password 
 Configuring the basic network parameters 
 Assigning IP addresses 
 Configuring LACP 
 Checking connectivity 
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2.5. Configuring the system using the Install wizard 

When you have set the IP address of the machine from the menu console you can 
access the appliance using a web browser. The first time you access the system from a 
web browser, the install wizard will lead you through the basic system configuration 
process. You can do the following from the install wizard. 

 View and accept the End user license agreement 
 Configure basic network parameters 
 Assign NTP server for time synchronization 
 Assign SMTP relay for email forwarding 
 Set the front-end admin user password 
 Create additional user 
 Register and activate the product 

 

2.6. Registering the product 

Before using the appliance you should register and activate the product.  

 

2.7. Updating the system 

[ƻƎLƴǎǇŜŎǘϰ ƛǎ ǇŀǊǘ ƻŦ ŀ Ŏƻƴǘƛƴǳƻǳǎƭȅ ŜǾƻƭǾƛƴƎ ǇǊƻŎŜǎǎΦ wŜƎǳƭŀǊ ǳǇŘŀǘŜǎ ŀǊŜ ŀǾŀƛƭŀōƭŜ ŀǎ 
software patches and signature releases. Whenever an update is available it is 
automatically received by the appliance if it can contact to the update server at 
ImmuneSecurity. For details on how to apply the software updates, refer Software 
updates. 
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3. Menu console 

The menu console is accessible either directly on the machine or through SSH. If you are on the 
machine then the menu console is available on pressing ALT + F1. You can log in with your 
admin user password and have the access. Alternatively, you can SSH from a remote machine 
with the admin user and password and have access to the menu console. Remember that you 
first activate the SSH service from appliance setup before making SSH connection.  
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3.1. System 

From this menu you can do the following. 

 Logout from the menu console 
 Reboot the appliance 
 Shutdown the appliance 
 Change the admin user password 

 

3.2. Network 

From this menu you can do the following. 

 Basic network settings 

You can assign the basic network parameters like the hostname, the domain name, the 
gateway and the DNS. 

 Network interfaces 

You can assign the IP addresses to the various network interfaces. 

 LACP 

You can use the Link aggregation control protocol to use multiple network interfaces for 
log reception. 

 

3.3. Web services 

From this menu you can restart the web service. 

 

3.4. Diagnostics 

This menu lets you check the connectivity of the appliance. You can use ping to test the 
network connectivity. 
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3.5. Support 

This menu tab can be used to enable or disable the support service. When the support 
service is started and the appliance can connect to our support server at 
reverse.Immune.dk, the support staffs at ImmuneSecurity can log into the appliance and 
perform various support tasks. 

 

3.6. Troubleshoot 

This menu tab can be used to check the database status and repair it if the database is 
corrupt. 
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4. Security Manager 

The web interface to the appliance is known as the security manager and can be accessed via 
web browser. You can access the security manager by typing the IP address of the appliance on 
the web browser. 

 

 

4.1. The menus 

The menus organize various appliance features and provide the users with an abstract, 
intuitive and very handy access to the system. The available menus are listed below. 
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 Home 

This menu item can be accessed by clicking on the home icon on the security manager. 
It lists all the basic features of the system. You can have access to the dashboard, the log 
browser, the event browser, the Netflow analysis, the SNMP trap browser, the 
incidents, the reports and the CSV exports.  

 LogInspect 

This menu contains all the log related features. You can access the log browser to view 
the logs, the event browser to view the events, the SNMP trap browser, the Netflow 
data and the signatures. 

 FileInspect 

This menu item lists the file monitoring features. The file scan servers can be configured 
and managed from this menu tab. The FileInspect reports are also accessible from here. 

 NetInspect 

This menu item lists the network monitoring and the SNMP monitoring features. The 
servers for network and resource monitoring can be configured from this menu tab and 
related data and graphs can be accessed. 

 Appliance setup 

This menu organizes various appliance specific tasks like configuring the network, 
defining static routes, getting the software updates, software licensing, managing 
various services, enabling the support connection etc. 

 Configuration 

This menu organizes all the management tasks within the appliance. The log servers can 
be configured from within here. User management tasks are also organized within this 
menu. Various event management tasks like defining the event correlation rules, 
suppression rules, etc can be performed. It provides an interface to the backup and 
recovery feature, object mapping and the management of Active Response Connectors. 

 Diagnostics 

This menu organizes the diagnostic related widgets that represent the state of the 
system, various services, system configurations, size on the file etc. Network 
connectivity of the system can also be tested from Diagnostics. 
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 Reports 

This menu organizes all the report related tasks. From this menu, the default templates 
can be edited to generate an adhoc or a recursive report. New templates can also be 
created. Archived reports can also be viewed from within this menu. 

 

4.2. The west panel 

The west panel lists has the following. 

 The Logo 

The left panel displays the ImmuneSecurityΩǎ official logo. You can click on it to see your 
license information. The links to the documentation and the support sites are also 
available here. 

 
 Servers 

This lists all the servers on the system. You can click on a server and that will show you 
the dashboard of that individual server. The dashboard for individual server consists of 
the syslog graphs, the event graph, the event matrix, event by classification, network 
monitoring and the SNMP graphs widget of the individual server. 

 Time navigation 

The time navigation helps you define the time frame that you want to view. From the 
time navigation you can select the daily, weekly, monthly or yearly view. You can also 
select which particular day, week, month or year you want to select. When the time 
navigation is set, the dashboard shows data only for the selected time frame. For 
example, if the time navigation is monthly, and the selected month is March 2010, then 
ȅƻǳΩƭƭ ƘŀǾŜ ƎǊŀǇƘǎ ŀƴŘ ƻǘƘŜǊ ǎǘŀǘƛǎǘƛŎǎ ŦƻǊ ǘƘŜ ƳƻƴǘƘ ƻŦ aŀǊŎƘ нлмлΦ 

 User profile 

The profile panel gives the summarized information of the currently logged user. It 
displays the username, the last login date, the roles assigned to the user and the servers 
he is associated to either as a primary contact or the secondary contact. 

¢ƘŜ ά9Řƛǘ Ƴȅ ǇǊƻŦƛƭŜέ ƭƛƴƪ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ŜŘƛǘ ŀ ǳǎŜǊΩǎ ǇǊƻŦƛƭŜΦ  
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¢ƘŜ άǾƛŜǿ ŦƛƭǘŜǊέ ƭƛƴƪ ǎƘƻǿǎ ŀƭƭ ǘƘŜ ŦƛƭǘŜǊǎ ǎŀǾŜŘ ŦƻǊ ǘƘŜ ŎǳǊǊŜƴǘƭȅ ƭƻƎƎŜŘ ǳǎŜǊΦ /ƭƛŎƪƛƴƎ ƻƴ 
the help setting άƻǇŜƴέ ƭƛƴƪ ǇƻǇs up the help setting widget that lets you configure 
various help parameters. 
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 Standard time 

The time icon displays the current time ōŀǎŜŘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ time zone. The time zone 
assigned to a user can be edited either from the user management page or from the 
user profile. 

 

 

4.3. The south panel 

The south panel is the section on the bottom of the security manager and lists the 
ŀǇǇƭƛŀƴŎŜ ŀǳŘƛǘ ƭƻƎǎΦ /ƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ά!ƭƭ ƴƻǘƛŦƛŎŀǘƛƻƴǎέ ƭƛƴƪ ƻƴ ǘƘŜ ǘƻǇ ƭŜŦǘ ŎƻǊƴŜǊ ƻŦ ǘƘŜ 
widget gives access to all such notifications. 

Notifications are also displayed as pop-ups that appear on the bottom right corner of 
the security manager on real time. 

 

4.4. The quick menu 

The quick menu on the top right corner of the security manager has the following links. 
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 Logout: You can logout using the logout icon on the top-right corner of the 
security manager. 

 Search feature: This link lets you perform logs, events and the Netflow search. 

 

 

4.5. The UI tools 

4.5.1. The filters 

The filters can be applied to any list in the LogInspect except the Log browser. A 
filter, as the name suggests, can be used to filter the content displayed in the list. 
Lists can be filtered with contents on one or more columns. If filter is applied 
with value from more than one column then the filters are logically ANDED and 
the result is displayed that follows all the filters. But the filter in the message 
field do not have AND, OR and NOT feature. 
 

 

  

In the above snapshot, three filters are applied to view the events. So the result 
ǎƘƻǿǎ ǘƘŜ ŜǾŜƴǘǎ ƳŜŜǘƛƴƎ ŀƭƭ ǘƘŜ ǘǊŜŜ ŎǊƛǘŜǊƛŀ ǿƘƛŎƘ ŀǊŜ ά9ǾŜƴǘ L5Υ ҔнллέΣ 
ά{ŜǊǾŜǊΥ мфнΦмсуΦнΦмлмέ ŀƴŘ ά¦ǎŜǊƴŀƳŜΥ ŀŘƳƛƴƛǎǘǊŀǘƻǊέΦ 


